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Head of Business Development bei der HiSolutions AG

Graduate computer scientist, Master of Science in Applied IT
Security, Engineer

> 23 years information security

Expert for the IT-SiG 2.0 (critical infrastructure law) hearing at
German Bundestag

Topics: KRITIS, Hackback, Ethics, Hybrid Warfare,
Cyberresilience, Civil Protection
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v : = e - 4 .
. . ' : :

(@l GENS




Definition of a cloud ?

® |

Cloud computing is the on-demand availability of
computer system resources, especially data storage
(cloud storage) and computing power, without direct
active management by the USer sw.wxsea.

Or: The cloud is just someone else's computer
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Federal Foreign Office is represented in all countries!
Being KRITIS sector state & administration results in high risks

Being KRITIS within another sector IT & Telco results in “get 2 in 1”
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If it is KRITIS, it results in pain!




Want more digitalization? Get more attack surfaces!

Threats become bigger

= hybrid warfare (also collateral damage!)

Organized Cybercrime

IT dependency

,Cyber-Hooligans”

Digitalization & globalization

IP'ification of all the things

And it gets worse and worse :-(

= <here shall be positive news>
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Help is comming!

Errr... wait O_o
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Quo vadis cloud?
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Means?



>> all-dangers-approach <<

,consideration of all types of possible
danger in the context of risk- and crisis
management

* Hi Federal Office for Civil Protection
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How to cloud (security) strategy?

The holistic approach please

= Attackers don’t care if your system was in scope of your
compliance processes

= State actors do not care if you had inexperienced
responsible staff

= Cyberespionage does not care about your vacant
administrative jobs

Continuous improvement of Information Security
Management as a systematic process aka
ISMS (including BCM)
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Curse of competence

(cyber) Resilience and fallbacks

Does everyone
know how they do
the processes with

pen & paper?
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Something with wood?

CERTIFICATE

of
Achievement

THIS CERTIFICATE IS PRESENTED TO:

CO CO n u t p i C ke r ! - ZertiﬁzierterHl;(l)(::Sznusspﬂucker

For the successful completion of quiz:

Bereit zum pflucken? 2

www.kokosnusspfliicker.de (german oniy) | cateatrom 15 Oktover 2018

with a total score of 100.00 percent
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